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Change Proposal

During Phase 2 Pilots OpenID was used to authenticate users.  V1.0 of the Identity Object did not contain a relevant authentication source.  This proposal outlines the addition of OpenID as an authentication source.
Business Case

Time Line

This change will be in the Version 1.1 SIF Implementation Specification (Australia) timeline.

Potential Object Changes

It is proposed to add an extra value to the value list associated with AuthenticationSource in the IdentityObject.  

	Proposed Data Object Changes
	

	Object
	Element
	Char
	Description
	Type

	Identity
	AuthenticationSource
	O
	The type of source system that produced this Identityobject. 

See implementation notes for provider requirements.
	values:
AUAccessShibboleth 
MSActiveDirectory 
NovellNDS 
OpenDirectory 
OpenID
Other




Change Plan

Object Dependencies and Relation Map

No impact on current dependencies with this change.
Changes to Other Objects

There are no anticipated changes to other objects.

Infrastructure Changes

There are no anticipated infrastructure changes.

Object Definition

10.2 Data Object Definition
This object allows a system that stores network identities and/or passwords to share them with other applications through SIF. The provider of the Identity object may only support providing an identity or a password, or it may support both. 

SIF Events are reported for this object.

	Attr
	Name
	Char
	Description
	Type

	@
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	RefId
	M
	The SIF RefId that uniquely identifies this object.

 
	RefIdType (CT)

	 
	SIF_RefId
	M
	The SIF RefId of a StudentPersonal, StaffPersonal, or StudentContactPersonal object.

 
	RefIdType (CT)

	@
	SIF_RefObject
	M
	The type of SIF object that the SIF_RefId attribute identifies.

 
	values:

StudentPersonal 

StaffPersonal 

StudentContactPersonal



	 
	AuthenticationSource
	M
	The type of source system that produced this Identityobject.

See implementation notes for provider requirements.

 
	values:

AUAccessShibboleth 

MSActiveDirectory 

NovellNDS 

OpenDirectory 
OpenID
Other

	 
	IdentityAssertions
	O
	The list of identity assertions for this user.

 
	ActionList Key (IdentityAssertion/@SchemaName)

	 
	IdentityAssertions/IdentityAssertion
     
	MR
	The identification string for this user.

 
	xs:normalizedString

	@
	SchemaName
	M
	The name of the field.

Examples
eduPersonPrincipalName
sAmAccountName
	xs:normalizedString

	 
	PasswordList
	O
	Allows a provider or publisher to specify the same password using multiple algorithms, if supported.

 
	List

	 
	PasswordList/Password
	MR
	A representation of the user's password using the given algorithm.

 
	xs:base64Binary

	@
	Algorithm
	M
	The method used to encrypt the user's password. See the implementation details below.

 
	values:

MD5 

SHA1 

DES 

TripleDES 

RC2 

AES
RSA

	@
	KeyName
	M
	The name of the key to be used for decryption of the password. Left blank for hash algorithms (MD5 and SHA1).

 
	xs:normalizedString

	 
	AuthenticationSourceGlobalUID
	O
	The globally unique person identifier that links together separate Identity objects which reference the same Person.
	xs:normalizedString

	 
	SIF_Metadata
	O
	 
	SIF_Metadata

	 
	SIF_ExtendedElements
	O
	 
	SIF_ExtendedElements


XML Example
This XML example should be added to examples.
Identity published by an OpenID provider
<Identity RefId="4286194F43ED43C18EE2F0A27C4BEF86">

  <SIF_RefId SIF_RefObject="StudentPersonal">23B08571E4D645C3B82A3E52E5349925</SIF_RefId>

  <AuthenticationSource>OpenID</AuthenticationSource>

  <IdentityAssertions>

<IdentityAssertion SchemaName="openid.identity">http://verisign.org/p/alice </IdentityAssertion>

<IdentityAssertion SchemaName="openid.server">http://verisign.org </IdentityAssertion>
</IdentityAssertion>

  </IdentityAssertions>

  <AuthenticationSourceGlobalUID>

    A9A6CB2BC49344278C1FD6587D448B35

  </AuthenticationSourceGlobalUID>

</Identity>

Issues

CodeSet

N/A
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